


[bookmark: _GoBack]3GPP TSG-SA3 Meeting #98Bis-e 	S3-200619
e-meeting, 14-17 April 2020								
Source:	BBF
Title:	Clarification on encryption requirements for AGF interfaces (N1, N2, N3) [WWC]
Document for:	Information, Discussion
Agenda Item:	2.6



[image: BBF Logo (1)]


Broadband Forum Liaison To: 
3GPP Liaison Coordinator 3GPPLiaison@etsi.org
 3GPP TSG CT WG3
Fernandez Susana, 3GPP SA3 Chairwoman susana.fernandez@ericsson.com 
3GPP TSG SA WG2  
Puneet Jain, 3GPP SA2 Chairman puneet.jain@intel.com
3GPP TSG CT WG1
Peter Leis, 3GPP CT1 Chairman peter.leis@nokia.com
3GPP TSG CT WG4
Schmitt Peter, 3GPP CT4 Chairman peter.schmitt@huawei.com 
3GPP TSG RAN WG3
Gino Masini, 3GPP RAN3 Chairman gino.masini@ericsson.com 


From:
Lincoln Lavoie Broadband Forum (BBF) Technical Committee Chair <lylavoie@iol.unh.edu> 
Liaison Communicated By: 
Lincoln Lavoie BBF Technical Committee Chair <lylavoie@iol.unh.edu>
Date: February 19th, 2020
Subject: Clarification on encryption requirements for AGF interfaces (N1, N2, N3) [WWC] 

[bookmark: _Hlk521881588]Dear colleagues, 

We wish to clarify security requirements for AGF interfaces, as specified in WT-456 (AGF Functional Requirements), currently in straw ballot phase.

W-AGF is expected to be in the same trusted boundaries as the AMF/SMF (5G CN) of the service provider. In case of FN-RG (legacy RG which does not support N1, by contrast to 5G-RG, that supports N1), W-AGF emulates the N1 endpoint for the FN-RGs.
3GPP TS 33.501 currently implies that wireline access is a category of non-3GPP access. The result of which all the security requirements which apply to N3IWF would apply to W-AGF as well. This is not consistent with what is specified in WT-456, in the AGF Security section.
WT-456 stipulates the following:
1. The SUPI generated from the wireline LINE-ID for a FN-RG is encoded into SUCI using null scheme. 
0. SUPI in case of FN-RG is not related to subscriber identity, it is based on information obtained from the wireline access network.
1. The AS/NAS Messages generated by W-AGF on behalf of a FN-RG can use Null Integrity Protection Algorithm for Integrity Protection and can use Null Ciphering Algorithm
1. It is Optional to Implement Integrity protection and ciphering for AS/NAS Messages
1. For the N2 reference point security in case of W-AGF,
2. It is Optional to Implement / Use is Operator's decision to apply IPSec/DTLS.
2. An external security gateway can be used to provide IPSec/DTLS based encryption in case the Operator wants to secure the N2 endpoints.
1. For the N3 reference point security in case of W-AGF,
3. It is Optional to Implement / Use is Operator's decision to apply IPSec.
3. An external security gateway can be used to provide IPSec based encryption in case the Operator wants to secure the N3 endpoints.
1. In deployments of co-located W-AGF and UPF, the N3 reference point security is not applicable, as it is internal to the combined implementation.
We suggest you consider updating TS 33.501 to be consistent with these requirements.
Note: Wireline networks do not use encryption in today’s deployments, and it has been deemed not necessary by operators, as detailed in our previous liaison BBF LIAISE-318. Forcing encryption for 5G Wireline Wireless Convergence could significantly increase the complexity of the infrastructure, driving network service providers to stay away from WWC and the benefits of extending the 5G core network to wireline access.

Thanks,

Lincoln Lavoie,
Broadband Forum Technical Committee Chair
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liaisons@broadband-forum.org
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